NMAMATKA gna rpaxgaH o npodunakTuke u npegynpexaeHnm
ANCTaHUMOHHBIX NpecTynneHnin B ccoepe MHPOpMaLNOHHO-
TeNEeKOMMYHUKALMOHHbIX TEXHOSOMNIA:

YT10ObI HE OKa3aTbCA XepPTBOU MOLUEHHUKOB HeOOX0AUMO 3HaTb
cnepymoulee:

— COTPYAHUKM No6oro 6aHka HMKoraa He NPOCAT COOOLWUTL AaHHbIe
Ballueun KapTbl (HOMep KapTbl, CPOK €€ 4eUCTBUA, CEKPETHbIN Ko Ha
060pPOTHON CTOPOHE KapThbl), TaK KaK Yy HAX OA4HO3HAa4YHO UMEITCA Baluun
AaHHble;

— He NpU Kaknx obcToAaTeNnbLCTBax He coobLwaTb AaHHbIe Ballew
0aHKOBCKOM KapThbl, a TaK XXe CeKpeTHbIN Kog Ha OO0OPOTHOU CTOPOHE
KapTbl;

— XpaHUTb NUH-KOA OTAESNILHO OT KapThbl, HA B KOEM crly4yae He nucaTb
NUH-KOO4 HA caMmon GaHKOBCKOM KapTe;

— He coobLWaTb NUH-KOA TPETbUM NULam;

— ocTeperaTbcs «TenedOHHbIX» MOLEHHUKOB, KOTOPbIe NbITalTCA
BBeCTU Bac B 3abnyxaeHue;

— ny4we n3beratb TeneOHHbIX pa3roBoOpoB C NOAO3PUTENbHLIMU
noabMU, KOTopble NpeacTaBnATCA COTPYAHMKaMU 6aHKa, He bouTechb
npepBaTb pa3roBop, NPOCTO Knaaute TpyoKy;

— BHMMaTenbHo Yyntante CMC coobLieHuns npuxoasiwme ot 6aHKa;

— HUKOr4a U HUKOMY He coobLUanTe naposin, U ceKpeTHble KoAbl,
KoTopble npuxoaat Bam B CMC coolLeHnn ot 6aHKa;

— MOMHMUTE, YTO TOJNIbKO MOLLUEHHUKU CNpaLUMBalOT CeKpeTHbIe Nnaposnu,
KoTopble npuxoaaTt K Bam B CMC coobLweHun oT 6aHKa;

— COTPYAHUKM OGaHKa HUKOrAa He NonpoCcAT Bac NPOUTU K 6aHKomarTy;

— eCnu Bac nNonpocunm NponuTn ¢ 6aHKOBCKOW KapTomn K 6aHKomaTy, TO
3TO 0OY€BUAHO MOLLUEHHUKMU;

— He NoKynauTe B MHTEPHET — Mara3amHax ToBap Nno SIBHO 3aHWXEeHHOW
CTOMMOCTM, TaK KaK 3TO 04€BMUAHO MOLLUEHHUKMU;

— HUKOrAa He NepeBoAUTE AEHEeXHble cpeacTBa, ecrim o6 3Tom Bac
npocuT caenaTb Ball 3HaKOMbIW B cOLMarbHOW ceTu, BO3MOXHO
MOLLUEHHUKU B3NTIOManun akkayHT, CHa4aria CBAXXUTeCb C 3TUM YeriIOBEKOM
M y3HauTe 4EeNCTBUTESIbHO JIN OH NPOCUT Yy BacC AeHbIW;

— B ceTn «MIHTepHeT» He nepexoauTe Mo CChbifyikaM Ha HEM3BECTHbIe
caunThbl;

— AeUCcTByNTEe 06AyMaHHO, He TOPONJINBO, MOMHUTE, YTO «BecnnaTHbIn
CbIpP TOSMIbKO B MbILLENTOBKEY.

MHTepHeT-MOLIJeHHVI‘-IeCTBO - NAaMATKa anAa rpaxgaH
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\I‘Ionpoﬁuocm no TenedoHy.

Mosgpasnsem! Bel Beivrpanu
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Bbl  nony4ywium  3JEKTPOHHOE
COOOILIEHHE O TOM, YTO Bbl BBIUIPAJIH
aBTOMOOMIIb U Bac IMPOCAT IEPEBECTH
JAEHBIH JUIs oNIydeHus npusa’?

HUKOI'IA He ormpasasiite
JAeHbI'H He3HAKOMbLIM JIHIIAM HA HX
JIEKTPOHHbIE CYeTAa.

Homnume, uymo eeposimuocms
gplucpamy ~ Npus,  He  NPUHUMAS
V4acmus 8 po3sviepbliie CmpeMumcs K
HYTIO, A B6EPOSIMHOCMb  GO36pamd
deHee, NepeyucIeHHbIX Had AHOHUMHbIU
INEKMPOHHBIU Kowenex
3MOYMBIULTCHHUKOB, U MO20 MEHbUIE.

B nocnegHue rogbl LUMPOKYO NONYNSIPHOCTb NMOSTYYUITM CMC-PacChIfKy Unn
3NEKTPOHHbIE NMMCbMa C COOOLLEHNSMN O BbIUIPbILLE aBTOMOOMNS NGO
AOPYrUX LIEHHbIX NPU30B. [N Nony4eHns «BbIUrpbIlLay 3r0yMbILLNEHHUKM
0ObIYHO MPOCSAT NEPEBECTUN HA ANEKTPOHHbIE CYeTa ONpeaeneHHy CyMMy
LEeHer, MOTUBMPYS 3TO HEOOXOAMMOCTbLIO YNnaTbl HANOroB, TAMOXEHHbIX
MOLLMMH, TPAHCMOPTHbIX PpacxodoB 1 T.4. [locne nonyyYeHns AeHeXHbIX
CPeACTB OHM NepecTaloT BbIXOAUTb Ha CBSA3b NMOO NPOCAT NepeBecTy
AONONHUTENbHbIE CYMMbl HA OPOpPMIIEHNE BbIMIPbILLA.

OrpaauTb cebs oT NoaobHOro poaa NPecTynneHnin NpeaenbHO NPocTo.

Mpexae Bcero HeobxoanmMo 6bITe BnaropasyMHbIM. 3agymManTeCch Hag TeM,
APUHMMAnu nn Bbl y4acTue B pO3birpbille Npn3oB? 3HakoMa v Bam
opraHusauus, HarnpasusLLas yBegoMIeHNe O Bbiurpbiwe? OTkyaa
opraHusaTopam akumn N3BECTHbI BallM KOHTAKTHbIE AaHHbIe? Ecnu Bbl HE
MOXETe OTBETUTb XOTS Obl HA OAUH N3 3TUX BONPOCOB, PEKOMEHAYEM BaM
NPOVrHOpMpoBaTh NOCTynuBLLEee CoobLLeHNe.

Ecnu Bbl peLumnm ncnbitaTb CHaCTbe U BbIATM Ha CBSI3b C OpraHn3aTopamm
pO3bIrpbilla, NocTapanTech NONYyYUTb OT HUX MakCMManbHO BO3MOXHYHO
nHdopmauuio 06 akumm, yCroBusIX y4acTusi B HEM U NpaBunax ee

nposeaeHuns. NoMHUTEe, YTO yNOMUHaHWE Ballero MMeHu Ha VIHTepHeT-canTe
He sABnseTCcs noaTBepXxaeHnemM gobponopsaao4HOCTM OpraHM3aTopoB akLmMm

rapaHTmePl BalLlero BbiUrpbiLLa.

JTrobas npocbba nepeBecTn AeHEeXHble cpeacTBa AS1s NONyYeHNs BbiMrpblilla
[OOSMKHA HAaCTOPOXUTb Bac. [TOMHUTE, YTO BLIUIPLILL B NTOTEPEIO BreYeT 3a
cobon Hanorosble 00s13aTenbCTBA, HO NMOPAA0K yNiaThl HANOroB



pernaMmeHTnpoBaH ,D,eI7ICTByI-OLLI,I/IM 3aKOHOOaTesIbCTBOM U HE OCYLLECTBII1AETCA
nocpencTtBoM nepeBoa AeHeXHbIX CpeacTB Ha 3NMIeKTPOHHbIE CHeTa rpaxaaH
n Opl'aHI/I3aLI,VIIZ UITN T.H. «3J1EKTPOHHbIE KOLLUEJTbKN.

Ey,El,bTe 6anTenbHbl 1 TOMHUTE O TOM, YTO 4SS TOro, YTOObLI YTO -TO BbIUIpaThb,
Heobxoamnmo npuHMMaTb y4aCTme B pPO3birpbiLLe. Bce YNOMUHaAHUA O TOM, YTO
Ball HOMeEpP ABJIAETCA «CHaCT/IMBbIM» U OKa3alJiCA B CNNCKe y4aCTHUKOB
J1oTEepeEN, ABNAKOTCA, KaK NnpaBuno, Jinllb yJ'IOBKOIZ Ona rpuernedvyeHnd Ballero
BHUMaHWA.

CHTYALIMSI 2
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1 Meganod wa QNI powenes wamep
2. YaNZex QEHSTAVE 33 CueT

3 Megeany wa vapty
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Srageneu xapme
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BbI perinimm KynuTs B UHTEPHET-
MaraszuHe HOBBIH MOOMILHBIH
tenedoH, HOyTOYK win Qoroanmnapar
M0 CYyNEeprpUBIEKATEIILHON LEHe, HO
MarasuH MPOCUT NEPEYUCTUTD
npejporary?

HUKOI'IA He nepeuncasiiite
AeHBI'H HA YIEKTPOHHbIC KOLIEJIbKH
H c4eTa MOOMJIBLHBIX Te/1eOHOB.

HHomuume o  mom,  umo
UHMEPHEeM-MA2a3un  He  MOJcem
NpUHUMamMb  ONJIAmy 3a HNOKYHKY 6
maxou opme. Ecau eac npocsam
oniamums Moeap ¢ UCNOAb308AHUEM
MEPMUHANOE IKCNPECC-Onaamul Wil
nepesecmu 0eHbeU HA INEKMPOHHbLIU
KOWENeK, 6epOAmMHOCb MO20, YMOo bl
CMOAKHYIUCH ¢ MOWEHHUKAMU KpatiHe
BBICOKA.

Hepeaku crnyyam MOLLEHHUYECTB, CBSI3aHHbIX C AesATenbHOCTbI0 MHTepHeT-
MarasuHOB 1 CalTOB Mo NpoJaxe aBvabuneTos. Yem npvenekatoT
NOoTeHUManbHbIX XXepPTB MOLUEHHWKN? [Npexae Bcero - He06oCHOBaHHO
HU3KMMU LeHamu. [pu 3aka3e ToBapoB Bac NOMPOCAT BHECTU Npeaonnary,
3a4yacTylo NyTemM BHECEHUSI [EeHEXHbIX CPEACTB Ha HEKMI BUPTYyarbHbIN
KOLLienek NocpeacTBOM TepMUHana akcnpecc-onnarsl. [lanee marasuH B
TeYeHne HeCKONbKUX OHeN OyaeT npuayMblBaTb OTFOBOPKM 1 06ellaTh Bam
CKOpYI0 JOCTaBKy ToBapa, a NoToM 6eccnegHo ncyesHeT nmbo npuwwineT

HeKayYeCTBEHHbIN ToBap.

Llenb nogoBHbIX canToB — 0OMaHyTb MakCUMaribHOe KONMYecTBO Noaen 3a
KOpOTKuI cpok. Co3aaTb IHTEpPHET-CanT cerogHs — Aeno HECKONbKNX MUHYT,




NO3TOMY BCKOpe Nnocne npekpalleHnst paboTbl CanT BO3pOAUTCS MO ApYroMy
agpecy, ¢ ApyrMM Au3aiHoM 1 nogd APYruM Ha3BaHUEM.

Ecnn Bbl X0TUTE KynuTb TOBap No npegornnare noMHUTE, YTO Cepbe3Hble
NHTepHeT-marasvHbl He ByayT NPOCUTL Bac NepedncnnTb AeHbr Ha
BUPTYyarbHbIN KOLWIEeNeK unm cdet MmobunsHoro tenedoHa. MNovwmrte
MHJOpMaLNO O MarasvHe B ceTn VIHTepHeT, NOCMOTpUTe, Kak JONro OH
HaxoAMTCs Ha pblHKe. Ecnu Bbl MeeTe Aero ¢ canToM KpynHou unm
N3BECTHOM BaM KOMMaHuu, ydoeantechb B NPaBUNbHOCTU HanMcaHus agpeca
pecypca B agpecHon cTpoke Bawero 6paysepa. [1pn HeobxoanmocTu
notpebynte OT aAMUHUCTPATOPOB MarasnHa NpeaocTaBUTb Bam
MHJOpPMaLMIO O KOPUANYECKOM NnLE, NPOBEPLTE ee, NCMOoNb3Yy4
obLenocTtynHble 6a3bl JaHHbLIX HANoOroBbIX OPraHoOB U PeecTp PULNYECKUX
nuy. Yéeantechb B TOM, YTO Bbl 3HaeTe agpec, No KOTOPOMY Bbl CMOXETE
HanpaBUTb NPETEH3UIO B Criyyae, ecnu Bbl byaeTe HeOBOMbHbI MOKYMKOWN.

CHTYALHUA 3
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' YBaxaeMblit knueHT. Bawa
kapTa 3abnokuposaxa. [Ans
pa3bnokupoBaHuns oTnpaebTe

_ CMC Ha KOpOTKI# HoMep !
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B! nonyuusin cMc-cooOLeHue o
TOM, YTO Bama OaHKOBCKas KapTta
3a0J10KkHpoBaHa?

HUKOI'JA ne ornpasasiiire
HHKAKHUX [ICHEKHBLIX CpeIcTB Mo
KOOPAMHATAM, YKa3aHHbIM B
COO0LICHHH, He Nepe3BaHUBANTEe HA
HOMeEp, ¢ KOTOPOro OHO NMPHULIO, H
He OTHPABJSIHTE OTBETHBIX CMC.

Cambim npasuibHuiM peuieHuem
6 danHou cumyayuu 6yoem no3eoHuUms
8 Oamk, BLINYCMUGUIUTL u
obcayycusarowu - eawty  Kapmy.
Tenechon obanka 6vi Halideme Ha
obopome sawiel Kapmoi.

3aMeTHO y4acTUnmMCb Crydamn paccbifiki CMC-COOOLLEHMI, cCoaepKaLLmX
MHGOPMaLMIO O TOM, YTo BaHKoBCKkasi kapTa aboHeHTa 3abnokMpoBaHa B cuny
psiga npuymH. MHoraa nogobHble coobLLeHUs coaepkaTt Npu3biB NEPEBECTY
[eHbrn ans pa3bnokMpoBKM KapTbl, MHOrAa aboHeHTa NPOCST MO3BOHUTL UM

OTNPaBUTb CMC Ha KOPOTKUIN HOMEP.

HeobxoanmMo NOMHUTBL O TOM, YTO €4MHCTBEHHAsA OpraHu3aumsi, Kotopas
CMOXeT NpoMHpopMMpoBaTb Bac 0 COCTOSIHAN Ballen KapTbl — 3TO BaHK,
obcnyxuBatowmn ee. Ecnn y Bac eCTb N0A03PEHUS O TOM, YTO C BaLLEN




KapToM YTO —TO He B Nnopsiake, ecriv Bbl MONYYnUIn CMC-yBeJOMSIEHME O ee
Bnokuposke, HemeasieHHO obpaTuTech B 6aHK. TenedoH KIMEHTCKOM CryXobbl
B6aHka 0Obl4HO Yka3aH Ha 06opoTe KapTbl. He 3BOHUTE 1 He OTNpaBnsanTe
cOoObLLEHNA HA HOMepPa, yKa3aHHble B CMC-YBEeLOMIIEHUM, 32 3TO MOXET

B3NMaTbCA OONONMHUTEINbHAA nnarta.

CUTYALIUS 4
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Ha MEKTPOHHOM JIOCKe
OOBSIBIICHHI WJIM B COLIMAJILHON CeTH
Bbl HAlUIX TOBAp, KOTOPBII TaK J0JITO
MCKAJIH, ¥ CTOUT OH HAMHOIO JICLIEBIIE
ueM B JIpyrux mecrax?

HUKOI'JIA He nepeunciasiiite
JACeHLI'H HA YIEKTPOHHbIEC KOLIEJIbKH,
He YOeAMBIIHCH B 0JIAarOHA/IeKHOCTH
KOHTPAareHTa.

Brumamenvho nocmompume e2o
peumune Ha  0OCKe — 00wBsBIEHU,
nouumatime OM3b16bl opyeux
noKynameneu, nouwume uHgopmayuio
o Hem & cemu Uumepnem. [lodymatime
HAO mem, noyemy moeap npooaemcs
mak  Oeweso,  y3Haume  Kakue
2apanmuu - MoJxcem  npeoocmasumby
npooasey.

OAavH 13 nonynsipHbIX cnocob0B MOLLIEHHUYECTB, OCHOBaHHbIX HA [OBEpPUN
CBSI3aH C pa3melleHnemM o6bSABNEHMI O NPOAaXKe TOBAPOB Ha SNEKTPOHHbIX
Aockax 06bsaABNEHUI U MHTEPHET-ayKuMoHax. Kak npaBuno, MOLEHHNKM
NPUBMEKAOT CBOUX XXEPTB 3aHWKEHHbIMW LieHaMW U BbIFrOAHLIMU
npeanoxeHusIM1 1 TpebyoT nepedncrneHns npegonnaTbl NyTem nepesoaa
OEHEXHbIX CPeaCTB Ha 3NIEKTPOHHbIN KOLLEenek.

Bnaropasymue nomoxeT 1 3aecb. BHMMaTenbsHo nayunte obbsBneHue,
nocmoTpute MHOpMaLUIo O nuue, pasmecTuBlLEM ero. Ecnu Toproeas
nrowagka nMeeT CUCTeMy PENTUHIOB NPOAaBLOB, N3y4nuTe OT3bIBblI,
OCTaBMEHHble APYrMMM NoKynaTtensamu, He 3abbiBasi, OAHAKO, O TOM, YTO
NPECTYNHMUKM MOTYT OCTaBMATb MNONOXUTESbHBLIE OT3bIBblI O cebe, NCnonb3ysa
AononHUTenbHble y4eTHble 3anncu. Bocnonesyntecb IHTEPHET-NOMCKOM.




MHorga goctaTtoyHo BBECTU B DOPMY MOUCKA TENEMOHHbIN HOMEP Unu
ceTeBOW NceBaoHMM NMpogasua angd 1oro, 4Todbl 06HAPYXNUTb, YTO 3TU
OAaHHbIE YXKe NCNOoJSb30BasiMCh B LIENAX XULLEHUS OEHEXHbIX CPeACTB U
obmaHa nokynaTtenemn.

MocMoTpuUTE CPEAHIO CTOMMOCTb aHarorMyHbIX ToBapoB. Yepecuyp HU3kast
CTOMMOCTb [0MKHa Bbi3BaTb Y Bac noao3perHune. Ecnv npogasel, Tpebyet
nepeyncnmTb emy rnosiHy UK YacTUYHY NpegonnaTy 3a npuobpeTaeMblit
TOBap Ha 3MEKTPOHHbIN cYeT, NogyManTe, HACKONbKO Bbl FOTOBbI 1OBEPSTH
He3HakoMoMy YernoBeky. [oMHUTE, YTO Nepeyvncnas AeHbrM He3HaKOMbIM
nnuamM nNocpeacTBOM aHOHUMHbIX NNATEXHbIX CUCTEM, Bbl HE UMeeTe
rapaHTuin Ux BO3BpaTa B Criydae, ecnu caernka He COCTOUTCS.

CHTYAIIMA 5

Brl XOTHTE IPHOOpPECTH ABHA0OHIETE]
gepes UHTEpHEET?

HUKOI' JA He O0Ib3VHTECH

ycayramg HeNPOBepeHHBIX H
HEeH3BeCTHBIX CaHTOBR N0 MOpojake
OneToB.

Saxasxcume Ouiemwl uepe3z caum
AsUAKOMNARUU unu azemmemea,

NOIOJCUMETLHO 3APEKOMEHO08A8UIe20 CeOR
Ha puieke. He nepesodume Oewveu 3a
ounemsl HQ 31eKMPOHHLIC KOULEALKU UIU
3apybescrvie ciema. Ilpu 03HUKHOSEHUU
nooo3perul obpamumecsy g
NPeoCcmagumenILemeo agUaKOMNaKUL.

[Mokynatb aBmabuneTbl Yepes VIHTepHeT yaobHo. Bam He HyXXHO HuMKyaa
exaTb 1 CTOoATb B ovepeasix. Bl BbibupaeTe peiic, aaty, onnadnBaete bunet
N NONy4aeTe ero Cnycra HeCKONbKo cekyHa. CerogHsi MHoOrne noam
BbIOMpPAaOT MMEHHO Takom crnocod NnpnobpeTeHust GuneToB Ha camoner.

EcTecTBEHHO, MOLLEHHUKN HE MOTYT OCTaBUTb AAHHYH cepy 6e3 BHMMaHUS.
3a nocnegHun rof CyLecTBEHHO YBENMYMOCH KONNMYECTBO Xanob Ha obmaH
Npw NOKYMNKe 3neKTpoHHbIX bunetoB. CosaaTb IHTepHeT-canT no npogaxe
aBMabuneToB — erio HECKOSbKNX YacoB, HA CMEHY ero Ha3BaHusd, agpeca u
BHeLLHero ocopmneHns TpebyeTcsa elle MeHblle BpemeHu. Kak npaBuno,
oOMmaH packpbiBaeTcs He cpasy, HEKOTOpPbIE Y3HAKT O TOM, YTO UX GMNeToB
He CYLLLEeCTBYET, NULLIb B a3ponopTy. OTO AaeT MOLLUEHHMKAM BO3MOXHOCTb
nepeHecTtn ceoun VIHTepHeT-pecypc Ha HOBOE MECTO M NPOAOIKaTb CBOIO
NPecTYnHy0 AeATeNnbHOCTb Nog APYrMM Ha3BaHMEM.

UTo6bl HE MCNOPTUTL cebe OTAbIX UMM AENOBYIO NOE3AKY CTOUT BHUMATENBHO
OTHECTUCb K MOKYrMKe aBnabuneTtos Yepes ceTb MIHTepHeT. Bocnonb3ynTtech



ycnyramu MHTepHeT-canTa aBuakoMnaHum Uim areHTcTea no npogaxe
ouneTos, 4aBHO 3apekomMeHaoBaBLlero cebsi Ha pbiHke. C OCTOPOXHOCTbLIO
OTHECUTECH K OeATEeNbHOCTN HEN3BECTHbLIX BaM CanlTOB, OCOOEHHO TeX,
KOTOpble NpMBNEKaoT Ballle BHUMAHNE creumanbHbIMU NPeanoxXeHnsMmn n
HU3KUMK LieHamMmn. He nepeBoanTe AeHbIMM Ha 3NEKTPOHHbIE KOLLENbKN UIn
cyeTa B 3apybexHbix 6aHkax. He noneHMTecb NO3BOHUTL B
npeacTaBUTENbCTBO aBUAKOMMaHMK, YToObl y6eamTbesl B TOM, YTO Ball penc
CYyLLLeCTBYET 1 BUNETHLI HA HEro eLle eCTb. AT NPOCTbIE NpaBusia NO3BONAT
BaM C3KOHOMUTb AEHbIM U cOepeyb HEPBHI.

CHUTYAIIHA 7

OOmaeTecyr B HHIEpHETE H HMeEeTe

HUKOI'JA =He pa3memaiite B
OTKPBITOM JOCTyHeé H He mepejaBaiite
uHEGopManHI  JIHYHOTO  XapakTepa,
KOTOpasi MOKeT ObITh HCHOO.Ib30BaHA BO
BpeJ.

Obwerue & cemu € 3HAHUMETLHOU
Mepe obeznuqeHo, u 3a gomozpagueil
NPOPUIR MOJHCEM CKPBLIEAMLCA KMO Y200HO.
IToumuume o0 moM, wmo gudeo u
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cemegoli  nepenucxku, Mozym  Ouvimb
COXPAHEHY 310V MBIULTEHRUKAMU u
gnociedcmsuu UCHOIBb308AHY g8
NPOMUBONDABHBIX YEIAX.

Ecnu bl nony4nnun CMC nnm MMC coobLieHue co CCbIfNIKOM Ha CKaunBaHue
OTKPbITKN, MY3bIKU, KAPTUHKM UIN Kakon -HUByOb NporpaMmbl, He crewmTe

OTKpbIBaTh €€. [Nepenasa no ccoinke Bbl MOXETe, cCaMy TOro He Nogo3peBas,
NoNy4nTb Ha TernedoH BUPYC U1 odpopMUTL MOAMUCKY Ha NraTHbIe YCryru.

NMocmoTpuTe, C Kakoro Homepa b6bIno oTnpaBneHo BaM coobueHne. [Jaxe
ecnu coobLleHne npucnan KTo -To U3 3HaKOMbIX BaM noaei, 6yaeT He
NULIHMM OOMNOMHUTENBHO YOeanTbCs B 3TOM, Beflb COOOLLEHME MOTTIO ObIThb
OTMNpaBIieHo C 3apaxeHHoro TenedgoHa 6e3 ero Begoma. Ecnv otnpasutens
BaM He 3HAKOM, He OTKpbIBalTe ero.

MOMHWTE, YTO yCTaHOBKA aHTMBUPYCHOIrO NporpaMMHOro obecneyeHuns Ha
MOOMNbHOE YCTPOWCTBO - 3TO HE NPUXOTb, @ Mepa NO3BOSIAIOLLLASA NOBbLICUTb
BaLLy 6e30MnacHOCTb.



HE OTHPbIBAWTE ABEPb HE3HAKOMBIM
NOAAM, AaXKe eC/IM OHU NPEeACTABNAOTCS
paboTHMKaMK CoUManbHbIX, ra30BbIX,
INEKTPOCHaBXaoLLMX CTYXO,

NOAMLIMM, NONUKIMHUKM, XKKX 1 T.4,
MNepe3BoHuTE U YyTOUHUTE,

Hanpaensim am K Bam atoro cneumanmcral

HE NOBEPAIMTE,

ecnm Bam 3BOHSAT 1 coobLwaroT, 4to

Balw poacTBEHHUK WM 3HAKOMbIHA

nonan B aBapuIo, 3a peLueTky, B 60nbHULY
wnu cosepumn AT, 1 Tenepb

32 Hero Hy>XHO BHeCTW 3anor, Wwrpad,
B3ATKY, KynuTb AIOpOrMe nekapcrea -

B 06wwem otkynuTbes. JT0 OBMAR!

bV/ib
bAWTEIbHbI!

JBOHUTE B NONULMIO
02/102

becnnarxaa
“ropauan nuuna MBA Poccun”

8-800-222-14-41

Qg

HesHakoMeLl, coo6LaeT 0 BbiUrpbiLLe,
6nokMpoBKe 6aHKOBCKOM KapTl,

0 nepecyeTe KBapTrnaTbl, CPO4HOM 0BMeHe
[eHer Ha AoOMY WK npeanaraet
npuobpecTy ToBapbl U TabNeTku

MO HU3KUM “NbrOTHLIM” LeHaM?

HE BEPBTE - 3T0 MOLUEHHHUECTBO!



MHorne ntogn cerogHs NOJIb3YKTCA Pa3fiIMYHbIMK NporpaMmmamMn and obmeHa
COOOLLEHNAMN U UMEIDT adKKayHTbl B COUMalribHbIX CETAX. [lna MHormx
oOLLEeHMe B CETU CTaNo HACTOSLKO NPUBbIYHbIM, YTO NMPaKTN4YECKN NMOJTHOCTbLIO
3aMeHNINo HenocpeacreBeHHoOE XNBoe obLeHue.

npeCTyl'IHVIKaM B Halln OHN HE HY>KHO NpoBOAUTb CITOXKHbl€ TEXHUYECKUNE
MeponpuaTnda ana nosfiydeHna Aocrtyna K nepcoHaribHbiM AaHHbIM, JTIOOU
OXOTHO Aenarcsa umu camn. Pasmellas getanbHble cBeaeHust o cebe B
counarnbHbIX CETAX, NMoJyib3oBaTesIn A0BEPAOT X TbiCAYaM niogen, naneko He
BC€ N3 KOTOPbLIX 3aCly>XmnBaroT OBEPUA.

Ob6uweHne B ceTn B 3Ha4YNTENBHON Mepe 00e3nmyeHo, 1 3a otorpadmen
NpoduIis MOXeT CKpbIBaTbCS KTO yrogHo. NMoaTtoMy He cnefyeT packpbiBaTb
Mario3HaKOMOMY YeNoBeKy Takme NoapobHOCTM Ballen XU3HW, KOTOpble MOryT
ObITb MCNOMb30BaHbl BO Bpen. [MoMHUTE O TOM, YTO BUAEO U
ayanoTpaHcnauumM, paBHO Kak 1 JIor Ballen ceTeBon Nepenmckn, MoryT bbiTb
COXPaHEeHbI 311I0YMbILLSIEHHMKaMW 1 BANOCNEACTBUN UCMNONb30BaHbI B
NPOTMBOMPABHbIX LIESISIX.

He 3abbiBainTe, YTO HUKTO Ny4yLle BaCc CaMuUX He CMOXET no3aboTuTbCH O
COXPaHHOCTN TOW NMIMYHOW MH(POPMaLUK, KOTOPOW Bbl HE XOTUTE OENUTLCS C
00LLECTBEHHOCTbIO.

MAMATKA

CoBeThbl No onpegenenunto VIHTepHET-peCcypCcoB, HECYLLIMX NOTEHUMAIbHYIO
yrpo3sy omHaHCOBOMY DBnarononyyuo nonb3oBaTesien



https://mvd.ru/upload/site1/PamjatkaInet.pdf
http://mvd.ru/document/2817231
http://mvd.ru/document/2817231

KAK HE CTATb XEPTBOH

Napavaepo- \e;ueccxou Pecaylinnee

Bam no3soxunuinpucnanu SMS ¢ Heu3secTHoro HoMepa ¢ npocb60i 0 NOMOLLH
B61M3KOMY YenoBeky

B

‘He Bnapaiite B naHuky, He TOpONKUTECH NPEANPUHMMATL AEHCTBHA MO
MHCTPYKUMAM HEH3BECTHBIX NI0AEH

-JapaliTe 3BOHALLEMY BONPOCHI IMYHOrO Xapakrepa, NOMOraloliue OTNHYHTL
06113Koro Bam yenoseka oT MOLIEHHUKA

{loa N10GObIM NPEANOTOM NOCTAPaHTECh NPEPBAT KOHTAKT C COOECEAHUKOM,
NEPe3BOHUTE POAHBIM M Y3HAWHTE, BCE 1M | HUX B NOPAAKE

He ToponuTech cneaoBatb UHCTPYKLMAM M 0TBEYATH HA 3anpoc

‘He coobuwaiite nepcoHanbHbie AaHHbIe HEMIBECTHIM NIHLLAM, AAXE ECAH OHK
NPeACTaBAAKTCA COTPYAHHKAMM Banka

TIposepbTe HHOOPMALLHIO, NO3BOHKB B KOHTAKTHbIM LLEHTP BaHka
‘HeaameanutensHo oBpaTuTech B NPaBoOXPaHHTENbHbIE OpraHbl

‘He oTKpbIBaNTE BAOKEHHbIE ®AHNLI, HE NEPEXOAMTE NO CCINKAM, YAANHTE
N0A03PUTENBHOE CO0BLLEHKE

'"CﬂOﬂbWﬁTe aHTUBUPYCHOE NporpaMMHoe ofecneyenue AnA Tene®oHoB
TONIbKO OT OMMLLHANbHbIX NOCTABILHKOB

Jawmrute ceoi Tenedon, noaxniouute BECNIIATHYIO yenyry «Cron-koHTeHT»

‘Bbl 3an0,03punKM HHTEPHET-NPoAaBLLA B HEA06POCOBECTHOCTH

‘Heo6x0AHMO 0CTaBATLCA GAMTENbHBIM, HE NPHHUMATL NOCNELWHbIX PELeHMH U
NpH NEPBLIX Xe NOA03PEHUAX OTKA3ATBCA OT NOKYNKM

‘Bcrpeyarses ¢ npoAasLOM B 06LLECTBEHHOM MECTe, Tak Kak 310 Haubonee
Ge3onacHbli ¥ rapaHTMPOBaHHbIK cnocol nokynku. Cneayer nepepasarb
AEHbIH NPOAABLLY NHYHO B PYKK CPasy Nocne nonyYeHus Topapa

‘Hukoraa He NepeBoAMTL HE3HAKOMbIM IMLAM AeHbIH B KaYecTse npeAonnaTbl




UHdopmaumusa HUB UHTepnona MBIl Poccum
O CaMbIX pacnpocTpaHeHHbIX BUAax MOLWEHHNYeCKUX 4eUCTBUN C
MCMNOJfIb30BaHUEM KOMMNbIOTEPHbIX TEXHOJOMMN.

YBaxaemble rpaxxgaHe! Ecnv Bbl OTHOCUTECH K aKTUBHBLIM MOSb30BaTENSIM
NHTepHeTa, To pekomeHayeMm Bam oba3aTenbHO npounTaTh 9TOT MaTepuan!

MOLLEHHNYECTBO - 3TO XMLLEHMNE YYXKOro MMYLLEeCTBa UNn npuodbpeTteHne
npaBa Ha 4Yy>Koe MMyLLLeCcTBO NyTémM obmMaHa unn 3noynotpebrieHns
posepuem. NogobHasa npecTynHasa AesaTenbHOCTb NpecnenyeTcst 3akoHOM
He3aBMCUMO OT MeCTa COBEpLLEHUS - B pealibHOW Unu BUPTYyaribHOW cpeje.

MoOLLUEHHMKN MOCTOSIHHO U3bICKMBAIOT BCE HOBbIE N HOBbIE BapMaHTbl XULLEHUS
4y>KOro umylLlecTea. KpaTko 0CTaHOBMMCS Ha CaMbIX PacnpOCTPaHEHHBbIX.
«Bpa4yHble MOLWEeHHNYecTBa»

TUNNYHBIM MEXaHN3M: C NCMOSIb30BaHMEM CETHU MHTepHeT

NpPenMyLLLECTBEHHO Ha CanTax 3HAaKOMCTB NPECTYMNHUKN BbIOMpatoT KepTRY,
Hana)XMBaloT C HUM JNIEKTPOHHYIO NEPENUCKY OT UMEHWN AeBYLIEK, obellas
npuexatb C LieNbio co3gaHus B byayuwem ceMbu. 3aTeM No4 pasfimyHbIMu
npegnoramm «HEBECTbI» BbIMAHUBAOT AEHbIMN (Ha NevYeHne, nokynky
MObunbHOro TenegoHa, npnobpeteHne GuneTos, onnatbl BU3bl U T.4.).
[Mepenucka BegeTcs rnaBHbIM 06pa3oM CTyAeHTaMU FIMHIBUCTUYECKUX
BY3o0B. HanpasneHHble xXepTBaMu LeHbIM NPECTYNHUKM NOoSy4atoT Ha
noAcTaBHbIX Nuu. MNocne nonyyeHnst cpeacTB nepennucka nog pasnuyHbIMn
npeanoramu npekpalliaeTcs.

«MpunobGpeTeHne ToBapoB U ycnyr nocpeactsom cetm MHTepHeT»

Mbl HACTONBKO NPUBbLIKIAN NOKyNaTb B MHTEPHET-MarasnHax, YTo 4yacto
CTaHOBUMCSI HEBHUMATESTbHLIMW, YEM W NOSIb3YHTCA MOLLUEHHUKN. OBbIYHO
cxema MOLLUEHHMYECTBA BbIMSANT TakK: CO34aEéTCs CauT-OAHOCTPAHUYHUK, Ha
KOTOPOM BbIKNaAblBalOTCA TOBapbl OAHOMO BU3yaribHOro npmsHaka. LleHa Ha
ToBapbl 06LIYHO BECbMa MpuBneKaTenbHas, HUXe cpegHepbIHOYHON.
OTCcyTCTBYIOT OT3bIBbI, MUHMMArEH MHTEPdENC, YKa3aHbl CKyaHblE
KOHTaKTHble AaHHble. Yalle BCero Takme MHTepHeT-marasmHbl paboTtatoT no
100% npegonnate. lNepenucka o npuobpeTeHnn ToBapoB BeAETCA C
NCMNOSb30BaHMEM 3NIEKTPOHHbLIX MOYTOBbIX SALWMKOB. [10 4OrOBOPEHHOCTH C
NpoAaBLOM AeHbIMN NEPEYNCSAIOTCS, Kak NpaBuno, 3a rpaHuly vyepes
"Western Union" Ha umeHa pasnuyHblx nogen. KoHevHo xe, nceBgo-
npoaasew, nocre nonyyvyeHnsa geHer ncyesaet!

«Kpuk o nomoLm»

OAavH 13 cambix OTBpaTUTENBHbIX CNOCOB0B XMLLIEHUS OEHEXHbIX cpeacTs. B
NHTEepHeTe nosiBsieTcs AywepasanparoLasa nctopmsi 0 6opbbe ManeHbKoro
YyenoBeka 3a XM13Hb. Bpemsa ngét Ha yackl. CpovHO Heobxoaumbl foporue
nekapcTBa, onepauna 3a rpaHuuen u 1.4. [pocaT okaszaTb NOMOLLb BCEX
HepaBHOAYLLUHbLIX M NepeBeCTU AeHbIN Ha YKa3aHHblE PEKBUSUTHI.

Mbl He npu3biBaeM OTKasblBaTb B MoMoLLM BceM KTo npocut! Ho! MNMpexae yem
nepeBoAnTb CBOU AEHbLIN, MPOBEPLTE - UMEIOTCA NI KOHTAKTHbIE AaHHble ANs



CBS3M C poauTensamMmm (poaCTBEHHMKaMU, ornekyHammn) pebenka. No3BoHuTe
UM, HaMauTe X B couceTax, noobwantecb U ybeanTecb B YECTHOCTH
HaMepeHUn.

«PULINHM

AsnsieTcs Hanbornee onacHbIM M CaMbIM PacnpPOCTPaHEHHBIM CNOcoGoMm
MOLLEHHMYecTBa B MHTepHeTe. CyTb 3aKnio4aeTcs B BbIMAHMBAHUW Y XePTBbI
naponeu, NnH-konoB, Homepos 1 CVV-koaoB. CxeM, KOTopble NoMoratT
MOLLEHHMKaM MONy4YnTb HY>KHbl€ CBEAEHUS!, O4EHb MHOTO.

Tak, C NMOMOLLIbIO Cram-pacchbifiok NOTeHUMarNbHbIM XXepTBam OTNPaBNSTCSA
NoASIOXKHbIE NUCbMA, AKOObI, OT MUMEHW NeranbHbIX OpraHn3auumn, B KOTOPbIX
OaHbl yKasaHusi 3aUTn Ha "canT-gBOMHUK" TAKOro y4YpexaeHus u noaTBepanTb
naposiv, NUH-KoObl U OPYryto MHOpMaLMIo, UCMOMb3yeMY0 BNOCIEACTBUM
3M0YyMbILIIEHHUKAMM 19 KpaXKkyn OeHer co cyeTa XepTBbl. [JocTaTovyHO
pacnpocTpaHeHHbIM ABMSETCA NpeanoXxeHne o paboTte 3a rpaHunLen,
yBEeAOMSIEHNE O BbIUIPbILLE B IOTEPEN, a TakkKe COOBLLEHNSA O NOSyYeHUN
HacneacTea.

«Hurepunckue nucbma»

OauvH 13 camblx pacrnpoCTpaHEHHbIX BUOOB MOLLEHHMYECTBa. TUnnyHas
cxema: xepTBa nosiy4aeT Ha CBOK MOYTY MUCbMO O TOM, YTO ABMISETCH
cyacTnmeblM obragaTenemM MHOrOMUSIMOHHOIO HacneacTea. 3atemM
MOLLEHHWKN MPOCAT y nosiydaTtens nmcbma nomMoLLy B MHOTOMUSTIIMOHHbIX
AEHEeXHbIX ornepaumsix (nosiydeHne HacrnencTea, nepesos AeHEr U3 O4HOM
CTpaHbl B Apyryto), obellasa npoueHT oT caenkn. Ecnu nonyyartens
corrnacuTcsd y4yactBoBaTth, TO Y HEro nocTteneHHo BbIMaHMUBaKTCA AEHbIM
AKOObI Ha onnaTty cbopoB, B3ATOK YNHOBHMKAM U T.1.

«Bbpokepckne KOHTOpbI»

C Havana Tekywero roga B HUB NHTepnona MBL Poccun HabntogaeTca
3HauYUTENbHbIN POCT KONM4YecTBa obpalleHni rpaxaaH, NnocTpagasBLUnX OT
AENCTBUI DPOKEPCKNX KOHTOP.

B pacnopsbkeHun Bropo nmeeTcs nHgopmaums o cnegyrowmnx
HenobpocoBecTHbIX Bpokepckmx komnaHuax: «MXTrade», «kMMC1S» n
«TeleTrade».

[nsa Toro, 4To6bLI HE NOTEPATL CBOU AeHbIM Npu Bbibope 6pokepcKkon
KomMnaHum Heobxoammo obpallaTte BHUMAHWE Ha criegyoLlme npusHakm,
KOTOpble XapakTepusyoT KOMNaHUIO-MOLLEHHMKA: obeLLaHne BbICOKUX
NPOLEHTOB, OTCYTCTBME perncTpaumm, obellaHne ctabunbHoOn NpubbInm
HOBMWYKaM- Tpengepam.

Mepen Tem, Kak AOBEPUTL CBOW KanuTarn, BHUMaTElNbHO U3YYNTE He TOMNbKO
MHTEPHET-PECYPChbI, HO U odULManbHy MHdopMaL Mo 0 Bpokepe 1 ero
pernamMeHT.

BaxHo! NoMHUTe, 4TO MHBECTMPOBAHWE, NpeanaraeMoe Ha YCroBUsaxX
Bpokepckon KomnaHun, BCcerga siBNAeTCs BbICOKO PUCKOBAHHLIM axe npu
Hann4nmn 6e3ynpeyHon penytauum 6poKkepCcKon KOMMaHun.
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NMAMATKA

00 OCHOBHbIX criocobax ANCTAHLMOHHOINO MOLLEHHUYeCcTBa

HeCMOTpﬂ Ha NpMHNMMaemMble NpPaBOOXpPaHUTESIbHbIMU OpraHaMmn Mepbl,
AONCTAaHUMNOHHbIE XNLLEHNA C NCTMOITb30BaHNEM I/IHC*)OpMaLI,VIOHHO-
TENEKOMMYHUKaLUNOHHbIX TEXHOMNOMN cTpemMnTeribHO Ha6|/|pa+0T cuny.

MOLLUEHHMKM YMESIO UCMOMb3YHT BCHO AOCTYMNHYO MHGOPMaLUNIo 1
COBPEMEHHbIE TEXHOMOMK, pa3dbmparoTcs B NCUXONOrMn Nogen, BbliHyXaas
XepTBY packpblBaTb BCIO MHpopMauuto o cebe nnbo cosepLlaTb TE€ UMNKU UHbIE
OENCTBUSA, UCNOSb3YIOT YeroBeyveckue criaboctn (CTskaTenbCTBO, anvyHOCTb),
4yyBCTBa (cocTpagaHune, 06ecnoKOeHHOCTb 3a B6IM3KKMX, XKanoCTb) B CBOMX
KOPbICTHbIX MHTEpPECax.

OCHOBHble U3BECTHbIE CXEMbl TENE(OHHOrO MOLLEHHNYECTBA:
1. Cnyyau ¢ poaCTBEHHUKOM.

MoLleHHMK npeacTaBnsaeTcs pOACTBEHHUKOM (3HAKOMbIM) 1 B3BOSTHOBAHHbLIM
ronocom no tenedoHy coobLuaeT, YTo 3aepXaH COTPYAHUKaMK NonMummn 3a
coBepLueHue npectynnexnsa (cosepwun OTT1, xpaHun opyxue nnm
HaPKOTUKN, HAHEC TSXKKME TenecHble noBpexaeHus). [lanee B pasrosop
BCTynaeT sikobbl coTpyaHuK nonnumm. OH yBepeHHbIM TOHOM COOBLLaeT, YTo
yXXe He pa3 «rnomMoran» ngamM Takum obpasom. Ho ecnu paHbLue AeHbr
NPUBO3NSIN HEMOCPEOCTBEHHO €MY, TO cenyac AeHbrm Heo6xoaAMMO NpPUBE3TU
B onpegeneHHoe MecTo, nepeaaTtb Kakomy-nmbo Yenoseky, NMMbo nepeBecTu
Ha cyeT (aboHeHTCKMI HoMmep TenedoHa).

2. Po3bIrpbiwl npn3oB (3To MOryT ObITb TernedoH, HOyTOYK, aBTOMOOUIb

n ap.).

Ha TenedoH aboHeHTa COTOBOW CBA3M NPUXOAUT CMC-CO0bLLIEHME, N3
KOTOPOro criegyeT, YTo B pe3yribTate NpoBeAEeHHOW IOTEPEN OH BbiUrpan
aBTOMOOMNb. [Na YyTOYHEHUS BCEX AeTanen NoTeEHUNanbHOM XXepTBe
npeanaraeTcs NoceTUTb onpeaeneHHbIn CanT U 03HAaKOMUTBLCS C YCITOBUSIMU
akumm, nmbo No3BOHUTL MO O4HOMY U3 YKa3daHHbIX TeriepOoHHbIX HOMepPOB. Bo
BpeMs pasroBopa no TenegoHy MOLLUEHHNKN cOOBLLaloT O TOM, YTO AN
BbINOSTHEHUSA HEOBXOAMMbIX (POopManbHOCTEN (YnnaThl FOCMOLUSNHBI,
odopMIieHnst HeobxoaAMMbIX AOKYMEHTOB, OnfaThl 3@ KOMUCCUIO NepeBoaa)
cyacTnmBomy obnagartesnito HOBEHLKOro aBToMobumnsa Heob6xoanmo
nepeyvncnnTb Ha CHET YKasaHHyH UMW CyMMY, a 3aTeM HabpaTb



ornpeneneHHyo KoMbuHaumo UnMdp 1 CMMBOSIOB, SSKOBbI 419 NPOBEPKU
NOCTYNSIEHNSA OEHEr Ha CHET U NONyyYeHns «koga perncrpaummy. Kak TonbKo
XepTBa 3aBepLUaeT ykasaHHble MaHunynauum, cHeT obHynsieTcs, a
MOLLEHHMKN McYe3aT B HEM3BECTHOM HanpaBieHnu.

Ecnu Bbl y3Hanu o npoBeaeHnn noTepemn ToNbKO Toraa, Korga «BblUrpanmny
aBTOMOOWINb, €Cnn Bbl HE 3aMNONHANKM 3asBKy Ha y4acTue B Hel nnbo Kakmm-
nnbo apyrmm cnocobom He NOATBEpPKaanu CBOe y4acTue B po3birpbille, To,
BEpPOSiTHEE BCEro, Bac NbiTatoTcst 06MaHyTb. byabTe 0CTOPOXKHbI!

3. SMS-npocbba.

ABOHEHT nosiy4daeT Ha MOOUIbHLIN TenedoH coobLleHne: «Y MeHsd
npobriembl, NO3BOHMN MO TAaKOMY-TO HOMEPY, €CIiu HOMeP He AOCTYMEH,
MOJSIOXKM Ha HErO ONpeaeneHHy0 CyMMY 1 Nepe3BOHNY . YenoBeK NonosiHseT
CYET N Nnepe3BaHMBaET, TenedoH No-NpexXHeMy He JOCTYNEH, a AEHbIM
BEPHYTb Y>K€ HEBO3MOXHO.

4. TenecoHHbIN 3aKa3 OT pyKkoBoAuUTeNen NpaBooXpaHUTESbHbIX U
rocyaapCcTBeHHbIX OpraHoB BrlacTu.

Ha TenedoH aboHeHTa (NpeagnpuHumaTens, pykoBogmtens obbekra
00LLECTBEHHOIO NUTaHUS, TOProBOro LeHTpa nNnMbo ux coTpyaHukam v ap.)
NoCcTynaeT 3BOHOK OT NpaBOHapyLUMUTENS, KOTOPbIN NpeacTaBnsaeTcs OqHUM
N3 pyKoBoaMTENEN NPaBOOXPaHUTENbHbBIX OpraHoB (NPoKypaTypbl ropoaa u
Ap.) N IPOCUT NOMOJSTHUTL CYET ero TenedoHa, 4OMNONHUTESTbHO K 3TOMY
NPoOCUT, Hanpumep, 3abpoHNPOBaTL CTOSNMK B PECTOPAHE U coobLLaeT, 4To no
npuesay Ha ob6beKT paccumntaeTcd. He goxuaaack npuesna sikodbl
OOJDKHOCTHOrO Nnua, PYKOBOACTBYSCH NPUHLMIOM YBaXXEHUS 1 JOBEPUS K
PYKOBOAMTENIO HA3BAHHOW LOSMKHOCTU B MPaBOOXPaHUTESbHbIX OpraHax,
noTepneBLLMA NepeBOaNT Yepeld TepMmmHan 6aHka, nnmbo Yyepes NHble
bnHaHCOBbIE YCNYrn AEHEXHbIE CPeACTBA B yKa3daHHOW CyMMe.

5. MnaTtHbIN KOA.

[MocTynaeT 3BOHOK, SIKOObI OT COTPYAHMKA CNYX0Obl TEXHUYECKON NOAOEPXKKM
ornepaTopa MobunbLHOW CBA3K, C NPeaIoXXEeHNEM NOAKNIYNTL HOBYIO
9KCKIHO3MBHYIO YCNYry Unv ans nepeperucrpauum Bo n3dexaHne oTKNYeHus
CBSI3M M3-3a TEXHUYECKOro cOosi, Mnn Ans ynyyweHus kadectsa cBasun. [ns
aToro aboHeHTy npeanaraeTcs HabpaTb No4 AUKTOBKY KO, KOTOPbLIN
ABNSAETCS KOMOMHaUWen onga ocyLecTBneHmss MobunbHoro nepesoaa
OEHEXHbIX CPefCTB CO cyeTa aboHEHTa Ha CYET 3M10yMbILLNIEHHUKOB.

6. lUTpadHble caHKuMKM onepaTopa.

3noyMbILLNEHHUK NpeacTaBNseTCca COTPYAHUKOM CryX6bbl TEXHUYECKOM
noadepXXkm oneparopa MobunbHOM CBA3M 1 coobLaeT, YTo abOHEHT CMEeHMUN
TapudHbIM NnaH, He ONOBECTUB onepaTopa (Takke MOryT ObiTb BapuaHTbl: He
BHEC CBOEBPEMEHHYIO OnnaTy, BOCMNONb3oBarcs ycrnyramm poymmnHra 6e3
npegynpexneHns) n, COoTBETCTBEHHO, eMy HEO6XoAMMO onnaTuTb WTpad B
onpeaeneHHoM pasmepe, KynvmB KapTbl SKCNpecc-onnaTbl 1 cOOOLWMB NX
Koapbl.

7. OWMbOYHbLIN NepeBoOa CPeacTB.



ABoHeHTy noctynaeT SMS-coobLieHne o0 NOCTYNfeHnn CPEACTB Ha ero CYerT,
nepesefeHHbIX ¢ nomoLLblo yenyrn « MobuneHbi nepesog». Cpasy nocne
9TOro NOCTynaeT 3BOHOK U MYXX4YMHA (UK XKeHLKnHa) coobLLaeT, 4YTo
OowWmnBOYHO NnepeBen AEHbIN Ha €ro CYET, NPU 3TOM MPOCUT BEPHYTb UX
obpaTtHo Tem xe «MobunbHbIM NepeBogoM». B 4eNCTBUTENBHOCTU OAEHbLIN HE
NocTynarT Ha TenedgoH, a YenoBek NepeBoanT CBON COBCTBEHHbIE CpeaCcTBa.
Ecnn no3BoHWUTL MO ykazaHHOMY HOMEPY, OH MOXET BbITb BHE 30HbI 4OCTYNA.
Kpome Toro, cyLecTBytOT Takne Homepa, Npu OCyLLEeCTBIEHNN BbI30Ba Ha
KOoTopble ¢ TenedoHa CHMMaKTCA BCe CpeacTBa.

8. NMpeanoxeHue nony4ntb goctyn K CMC-nepenucke n 3BOHKam
aboHeHTa.

YunTbiBas CKITOHHOCTb HEKOTOPbIX FpaXKaaH «MOLUMMOHUTLY 3a BNN3KNMK U1
3HaKOMbIMWU, 31I0YMbILLIIEHHUKaMN UCMOMb3YeTCs crneayowasa cxema
MOLLEHHMYecTBa B ceTn MIHTEepHET: Nonb3oBaTento npeanaraeTcs U3yumTb
cogepXaHme CMC-coobLLEHNIN U CMIMCOK BXOOSLLNX U UCXOOSALLNX 3BOHKOB
NMHTepecytowero aboHeHTa. [1ns 3Toro Heo6xoaMMo OTNpPaBUTb COOBLLEHNE
ctommocTbto oT 10 go 30 pybrie Ha ykasaHHbIN KOPOTKUIA HOMEP U BnncaTtb B
npeanaraemyo gopmy Homep TenedoHa aboHeHTa.

[Mocne Toro, kak norib3oBaTesib OTNPaBIISeT CMC, C ero cyeTa CnmucbiBaeTCs
cymMMa ropasgo bonblue Ton, YTo Bbina ykasaHa MOLUEHHKaMK, a
NHTepecyrLwasn nHpopmauunsa BnocneacTBumn Tak U He NocTynaer.

9. NMpopaxa nmyLecTsa Ha UHTepHeT-canuTax.

[Mpw 3BOHKE Ha TenedoH, pasmeLleHHbIn Ha NHTepHeT-canTax 06 bABNEHNI
(ABuTo, ®aplloct, [ljpom 1 gp.) npaBoHapyLIUTENb NPOCUT NOMOSHUTL CYET
ero TenedoHa, NMbo coobLMTL JaHHbIE 1 HOMEP KapTbl NOTepneBLUEro Ass
nepeBoa AeHeXHbIX CPeaCTB B KadecTBe 3agaTtka 3a tosap. [locne
COOBLLEHNS AaHHbIX KapTbl MPOMCXOANT CMCaHNE OEHEXHbIX CPeACTB.

10. HoBasa cxema TenecoHHOro MmoweHHN4YecTBa «BULWLINHIY.

OgHon un3 pacrnpocTpaHeHHbIX CXeM KI/I6epI'IpeCTyI'IHVIKOB B nocrneagHmne rogbl
ctan «BuwuHry — 9T0 B MOLLIEHHMNYECTBA, NP KOTOPOM 3I0YyMbILLITEHHUKN
noa noodbim npeanoromMm BblHYyXOakT Hac NpeaocTaBiATb
KOHCbVID,eHLI,MaJ'IbeIe AaHHble B «HaLUMX COOCTBEHHbIX MHTEpPECax», TO eCTb
MCKYCCTBEHHO CO3aeTCcA CUTyaLun4, Tpe6y+ou.|,as=| nomMoLlin oT cneunanuncra.

Llenb MoweHHMKoB nog NobbiM NPeanoroM n3Bnedb CEKPETHYIO NMNYHYIO
NHopMaLUno o KpeauTke. [Ansa nonyvyeHns Aoctyna K KoHuaeHumanbHbIM
OAaHHbIM Briagesnibua MHUMbIE NOMOLLHMKMA UCNOSb3YT TENEOHHYO CBA3b
Kak B aBTOMaTU3NPOBAHHOM pPEXUME, Tak U Hanpsimyro OT MHUMOIO
«onepaunoHncTa» 6aHKOBCKOro cektopa.

Bo MHoOrmx cnyyasix B Te4eHme gHs Ham NOoCTOSIHHO Ha4YMHAaKT 3BOHUTL Ha
MOOUNBbHMK C HE3HAKOMOIro MOCKOBCKOIro HoMepa, HauuHarLlerocsa Ha 495.
3BOHKN C MOCKOBCKMX HOMEPOB OBObIYHO HACTOSbKO HAaCTOMYMBLI (MHOrAa 4o
OECATN 3BOHKOB 3a [IEHb), YTO Mbl 324aCTYyI0 YCTyrnaemM 1 oTBeYaeM Ha HUX.



Kak Tonbko Mbl OTBEYaEM Ha 3BOHOK, HaM cpa3y COOOLLaloT BaXKHYHO
NHpopMaLnio O BO3HMKLLMX NpobnemMax ¢ Hallen KapTon, HanpuMmep, YTo OHa
3abnoknpoBaHa, a cnyxba 6e3onacHocT 6aHka NpegoTBpaTUIa NOMbITKY
HeCaHKUWNOHNPOBAHHOIO CnucaHns. 3ateM 3BOHSILLUIA Npeanaraet NoMOLLb B
CMNOXMBLUENCS CUTYaLMUN, Ha KOTOPYH MHOTME N3 Hac cornawlarTcs.

Hac y6exgaloT B CPOYHOM peLleHnr BO3HUKLLIEN CUTyaumu, rnoka eLle He Bce
AeHbrn ykpageHsl. O4eHb nocrieoBaTesibHO MOLUEHHWKN CTaparoTcs
MONYYUTb OT HaC BCHO JIUYHYIO MHPOPMAaLINIO O KpeauTKe, NpUcChinatT HOBbIe
naposim u NMNH kogel B CMC-yBegomMneHnax. Y crnokamsaroLwmm rosiocom
«6aHkoBCKkMe paboTHUKM» NpegnaratoT pasfMyHble BO3MOXHbIE BAPUAHThI
3aLmThl.

[lorapatbCsi 0 TOM, 4YTO Nt0BE3HbIN NOMOLLHUK Ha ApYyromMm KoHue nposoaa
SIBNSIETCS MOLLUEHHMKOM He Bcerga fierko, Ho B fitobom clny4yae 3TO BO3MOXHO.
N3HayanbHO MOXHO I'IO6J'IaFOJJ,apVITb 3a 6aMTENbHOCTbL U Y3HaTb OOJTKHOCTb,
MHUUManbl 3BOHMBLLETo COTPYAHUMKaA erD,VITHOVI opraHn3auunnm n npearnpuHATb
NnonbITKY AJO3BOHUTbLCA MO ropﬂqeﬁ JINHUN.

Mcnonb3oBaTb 4NS BbISICHEHUS CITIOXUBLLENCHA CUTYaUMN JydLle OpYron CBOM
HOMep, NOTOMY YTO Ha CErOLHALHNA LeHb Y BbiIMOraTenen cywecTByoT
TEXHOMornu, NO3BOSISKLLINE NepeHanpasrsaTe BCe NocneayrLlmne 3BoOHKM Ha
TenegoHHOe YCTPONCTBO MOLLEHHUKOB.

11. XuwweHus ¢ KapT, NOAKNIOYEHHbIX K ONUMU 6€CKOHTaKTHbIX
nnartexen.

[ns npoBeaeHusi onnatbl MO TaKOW KapTe A0OCTAaTOYHO NPUMOXUTb €€ K
TepmuHany. Beoa NH-koga He TpebyeTtcs ecnn cymma He npesbiwaeT 1 000
pybnen. Npun 3TOM KONMYECTBO PacXOAHbIX TPaH3aKUMA HE OrpaHNYEHO.

UToObl NONy4YnTb AEHBbIN, MOLLEHHUKY AaXe He NoHaZobuTcs BopoBaTb KapTy
y KnueHTta. Ecnn B 06WweCcTBEHHOM TpaHCcnopTe NOAHECTU YCTPONCTBO K CyMKe
N KapmaHy Bnagernbua, To cpeactsa cnuwyTtcs. [na aTux uenen
MOLLEHHMKN U3roTaBnnBarT camMoesibHble NepeHOCHble CHUTbIBATENN UNKU
NCnonb3yT BaHKOBCKME TEPMUHASIbI, 0OPMIIEHHbIE NO (PUKTUBHBIM
AOKYMEHTaM.

Takke B TEKyLLEM roay 3r0yMbILLIIEHHUKN NPOAOITKAKT aKTUBHO
MCcNonb3oBaTbh PULLMHI B COLUMArIbHbIX CETSAX U OHNaMH-MecceHpKepax.
HanbonbLuyto BbIrogQy MOLIEHHUKaM MPUHOCAT MaxuHauumm Yyepes ABUTO, C
NMOMOLLIbIO KOTOPbIX OHU MOMYyYatoT AOCTYN B OHManH-6aHK.

12. B3nom akkayHTa gpyra.

JTrogn moryT gaxe He Nnogo3peBaTb, YTO UM NULLET NOCTOPOHHUI YernoBeK NoA
BMOOM pOOCTBEHHMKA, Apyra, C Npocbbor nepesoaa AeHer B CBA3M C
npousoLwenwnm ropem. Takum obpasom, Bonas B JOBEPUE, MOLUEHHUKN
NbITATCA YKPaCcTb BalUM AEHbLIW.

13. TenecpoHHOE MOLIEHHUYECTBO BO BpeMs NnaHAeMUMN.



MHorve n3 Hac BBMAy NaH4EeEMUM HAaXoAUNNCb AOMa, YTO akTUBU3MpPOBaro
MOLLIEHHNYECTBO C BaHKOBCKMMW KapTamu rno tenieoHy. O4eHb onepaTtnBHO
3TUM MOMEHTOM BOCMOJSIb30BaNIMCb BbIMOraTenu ¢ NOMOLLbI0 cMapTdoHa.

BoT nuwb HECKONBKO HOBbLIX MPUMEPOB TOrO, KaK NPoncxoauT TenedoHHoe
MOLLIEHHNYECTBO C MOCIeayoLen Kpaxen AeHer ¢ KpeanTku, y4mTblBas
COBPEMEHHYI0 CUTYaLNIo:

Ha TenedoH npmuxogmut CMC-yBegoMIieHMEe O HAYUCIIEHUM KOMMEHCaLMn 3a
Hepabounin nepmoa Bo BpeEMS aNUAeMUN, AN NONyHYEHUSI KOTOPOW
npeanaraeTcs Nepe3BoHUTb B 6aHK 1 noobwaTtbCsi C MHUMbIM
«COTPYAHUKOMY .

3M10YMbILUNTIEHHUKN 3BOHAT HaM C YBEAOMIIEHUEM O TOM, YTO Mbl SSIKOObI
Haxoaunucb B KoHTakTe ¢ 3abonesunmmn Covid-19. B cBa3u ¢ atum
npegnaraeTcs CpOYHO caaTb NNaTHbIN aHanM3 Ha KOPOHaBMPYC, a YTOObI He
HapyLlaTb PEXMM CaMOU30NSaLUNN, «COTPYOHUKN nabopaTopum» rotToBbl
npuexaTb K HaM Ha goMm. [1ns cpoyHoro Bble3ga 6puragbl HYXKHO COBEPLUNTL
npegonnary.

B oboux cnydasx nogcraBHOW YenoBek, byab 9TO COTPYAHUK BaHka unu mea.
nepcoHarn, npegnaraet CBOK OHMAMH-MOMOLLb, YTOObI OCYLLECTBUTb NnaTex,
a Ons 3Toro emy HyxHa nHdopmauus o cyete. [locne nony4vyeHns
HeobX0ANMbIX JaHHbIX MOLUEHHUKN BbIBOAAT AEHLIN, @ Mbl, JOBEPYMBbLIE
rpakgaHe, oCcTaeMcsl ¢ HyrneBbiM 6anaHcom.

[MprBeAEeHHbIN NepeveHb MOLLEHHNYECKNX CXEM HE OrpaHnYMBaeTCs
npuBeaeHHbIMN NpuMepamn. NpecTynHNKN HaxogsaT BCe HOBbIE N HOBbIE
CXeMbl 1 cnocobbl AnNs 4OCTUXKEHUSI CBOMX NPECTYMHbIX 3aMbICI10B.

Kak y6epeubcs oT Tene¢oHHbIX MOLWEHHUYeCTB?

UTtobbl HE cTaTb )KepTBOIZ 3JI0YMbILLUJTEHHUKOB, Heobxoamnmo cobniogaTb
NPOCTbIE NMpaBuna BGe3onacHoro noeeaeHnsa n ob6s3aTtenbHO OOBECTU X A0
cBeaeHnd poaHbIX U BN3KKX:

- He crnielyeT I0BEPATb 3BOHKaM M COOBLLEHNAM, O TOM, YTO POACTBEHHUK
UKW 3HaKOMBbIV NMonan B aBapuio, 3aaep)kaH COTpyAHUKaMU Nonuuun 3a
coBepLLEeHNe NPecTynneHns, ocobeHHo, ecnu 3a 3TUM crneayeT npocbba o
nepevYncrieHnn AeHexHbIx cpeacTs. Kak nokasbiBaeT npakTuka, 0bblYHbIN
3BOHOK BMM3KOMY YenoBeKY No3BONAET pasBesATb COMHEHMUS U MOHATL, YTO
3TO MOLLEHHVKN NbITalOTCA 3aBnaaeTb BallMMK cpeacTBaMm Unm
MMYLLECTBOM;

- He cnegyeT oTBeYvaTb Ha 3BOHKM Unu SMS-coobLeHnsa ¢ HEM3BECTHbIX
HOMEpPOB C NPOCLOOK NOMOXUTb HA CYET OEHbLIU;

- He cnegyeT coobuwaTth No TenedoHy KoMy 6bl TO HX BbINO cBEAEHMS
NMMYHOrO XapakTepa.

CBoeBpeMeHHOe obpallieHne B NpaBoOOXpaHUTENbHbIE OpraHbl MOXET NOMOYb
OPYrMM NIOAAM He NonacTbCA Ha HE3AKOHHbIE YITOBKU TenedOHHbIX
MOLLEHHMKOB.



rlpOTI/IBOCTOFITb MOLLEHHMKaM BO3MOXXHO NULLb NOBbILLEHHON
BHMMaTEJIbHOCTbIO, 3PpaBOMbICITMEM U OANTENbHOCTLIO.



